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1.  Summary Assessment 

This report assesses defense-technology developments from mid-2025 to mid-2026 through the lens of 
strategic neutralization: the systematic denial of Russia's ability to achieve military objectives across all 
domains, not by destroying its forces but by persistently paralyzing their operational effectiveness. 

The technology picture over this period has consolidated functional defeat in the maritime and cyber 
domains, substantially advanced it in the air domain, and complicated it in the land domain, where 
Ukraine's kill-zone advantage is real but contested by Russian fiber-optic drones for which no scalable 
counter yet exists. The decisive variable is not relative mass but relative velocity of adaptation, which 
currently favors Ukraine. 

Domain Scorecard 

Domain Status Trajectory Primary risk to durability 

Maritime Functional defeat — 
consolidated Self-sustaining Low; Russian counter-USV program 

remains far behind 

Cyber Functional defeat — largely 
consolidated Stable, fraying at edges AI-generated synthetic media; Global 

South narrative gap 

Air Partial — mass threat denied, 
precision threat open 

Contested, actively 
managed 

No defense against glide bombs or 
ballistic missiles 

Land Partial — kill zone real, 
resupply exposed 

Contested, requires 
maintenance 

Fiber-optic drones; no scalable 
countermeasure exists today 

Table 1. Status of strategic neutralization by domain, as of mid-2026. 

Its durability depends on closing the fiber-optic gap, institutionalizing innovation without sacrificing 
speed, and converting contingent European financing into durable commitment. None of these is, at root, 
a technological problem. 

 

The trajectory is favorable but not self-sustaining. 
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2.  Introduction 

Russia's war against Ukraine has entered a phase that defies the frameworks most commonly applied to it. 
It is not a war in which one side is capable of an operational breakthrough that ends the conflict, nor a war 
heading toward the negotiated settlement that Western capitals have periodically anticipated. 

In 2026, Russian advances have largely ground to a halt. Ukraine has even pushed back onto the offensive 
along parts of the southern front, while Russia's gains are now confined to a handful of areas in Donetsk. 

 
Figure 1. Russian daily rate of advance, indexed, Q1 2025 vs. Q1 2026 (1). 

The significance of this goes beyond the tactical level. It reveals a structural condition: Russia cannot 
achieve the military victory its political objectives require. Yet, Ukraine cannot force Russia out of the 
country. The war is stalemated at enormous cost, but the stalemate is not symmetrical. Russia's strategy 
depends on wearing Ukraine down through attrition, exhausting Western support, and waiting for political 
conditions to shift in its favor. Ukraine's strategy depends on making that attrition too expensive to sustain 
— on making Russian aggression not merely costly, but perpetually futile. 
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Figure 2. Cumulative personnel losses, both sides, estimated ranges (2)(3)(4)(5). 

Key figures at a glance 

Metric Figure Source 

Russian territory seized, full-year 2025 ~4,831 km² (≈0.8% of Ukraine) Open-source tracking (2) 

Russian advance rate, key offensives 15–70 m / day Open-source tracking (2) 

Estimated cumulative Russian 
casualties 

~1.2 million (CSIS); ~1.28m (Ukr. 
General Staff) CSIS (2); General Staff (5) 

Estimated Russian soldiers killed ~500,000 UK Defence Intelligence, May 2026 
(4) 

Estimated Ukrainian total casualties 500,000–600,000 (100,000–140,000 
KIA) Open-source tracking (3) 

Casualty ratio, Russia : Ukraine ~2:1 to 2.5:1 (3) 

First month of net Russian territorial 
loss since Kursk April 2026 ISW (1) 

Table 2. Headline casualty and territorial metrics, as of early-mid 2026. 

Ukrainian President Zelensky articulated the strategic logic in March 2025: the war originated in Russia 
and must be pushed back onto Russia until Moscow is forced to seek peace (84). Since then, Ukraine has 
been pursuing what analysts at the Carnegie Endowment for International Peace dubbed strategic 
neutralization (36): the systematic denial of Russia's ability to achieve military objectives across all 
domains, not through the total destruction of its forces, but through the persistent paralysis of their 
operational effectiveness. The goal is not victory in the classical sense but to make Russian aggression, 
however prolonged, operationally pointless. 
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This report assesses the defense-technology developments of mid-2025 to mid-2026 through this lens, 
drawing on Ukrainian institutional sources alongside Western analytical literature. It argues that the 
technology picture over this twelve-month period has materially advanced strategic neutralization in two 
domains (maritime and cyber/information), deepened it in a third (air), and complicated it in a fourth (land) 
— where Ukraine's kill-zone advantage is real but increasingly contested by Russian fiber-optic drone 
development for which no scalable counter yet exists. The trajectory is favorable but not self-sustaining; 
Section 5 identifies the specific variables most likely to determine whether it holds. 
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3.  Strategic Neutralization: The Framework 

Strategic neutralization describes a military strategy whose objective is the systematic denial of an 
adversary's ability to achieve meaningful military results, rather than its comprehensive defeat. It differs 
from classical attrition, which aims to deplete forces through sustained losses, by focusing on denying 
function rather than depleting volume. A neutralized capability may still exist; it simply cannot deliver 
operational outcomes. Classical attrition requires destroying the enemy's materiel. Strategic neutralization 
requires only making the enemy's capabilities irrelevant — a far more achievable objective against a 
numerically superior adversary. 

The concept of functional defeat is the framework's building block: a military asset is rendered unable to 
perform its primary mission, at disproportionately low cost relative to the neutralized asset. Operation 
Spiderweb targeted approximately $7 billion of Russian strategic airpower with drones costing thousands 
of dollars each (42). Ukraine's naval drone campaign has compelled the Russian Black Sea Fleet to 
withdraw from western waters at a fraction of conventional naval-force cost (67). In each case, Russia's 
assets still exist — the bombers that survived Spiderweb have been repositioned, the surface fleet has 
relocated to Novorossiysk — but their ability to perform their primary missions has been permanently 
disrupted. 

Andriy Zagorodnyuk, Chair of the Centre for Defence Strategies in Kyiv and former Ukrainian Defence 
Minister, argued in April 2026 that Ukraine is pioneering an entirely new category of unmanned weapons 
combining reach, adaptability, and low cost with direct human control — innovations he expects to shape 
the battlefield even in clashes involving more sophisticated forces (65). His February 2026 analysis 
identified the strategic implication with characteristic precision: in many cases, the fate of the front will be 
decided not at the front but in the workshops (66). 

The framework's current validity is confirmed by the battlefield data. ISW records Russia's daily advance 
rate falling by more than 70% year-on-year in Q1 2026 versus Q1 2025 (1). Commander-in-Chief Syrskyi 
confirmed in February 2026 that drones account for 60% of total fire damage along the front and that 
Ukraine is conducting offensive operations in roughly 25% of frontline clashes (6). Russia lost territory on 
a net basis in April 2026 for the first time since the Kursk incursion (1). These metrics do not indicate 
Ukraine is winning in the conventional sense. They indicate that Russia is failing to win — which, given 
the war's structural conditions, is the objective that matters. 

Why the framework matters analytically — It reframes how to assess the war. A report that tracked 
territory or casualties alone would miss that Ukraine's naval fleet, air-defense network, and drone 
corps are all functioning as denial systems rather than destruction systems — and that the correct 
question for each domain is not "how much of Russia's force has been destroyed" but "how much 
of it can still do its job." 

The framework also entails a demanding internal logic: strategic neutralization is not a condition achieved 
once and then passively maintained. It is a continuous contest of adaptation. Russia observes, replicates, 
and responds.  
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Fiber-optic drone development is the clearest illustration — Russia pioneered a technology that partially 
neutralized Ukraine's EW-based defensive advantage, forcing Ukraine to adapt in turn. The question the 
remainder of this report addresses in each domain is therefore not merely whether functional defeat has 
been achieved, but whether it is being sustained at the rate the contest of adaptation demands. 
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4.  Domain-by-Domain Technology Audit 

4.1  Maritime: Functional Defeat Consolidated 
The maritime domain is the clearest example of strategic neutralization. In 2022, Ukraine had virtually no 
naval capability. Four years later, the Russian Black Sea Fleet has withdrawn its major surface assets to 
Novorossiysk, cannot operate freely in western Black Sea waters, and has suffered losses it cannot replace 
at remotely comparable rates. Ukraine achieved this not by building a conventional navy but by developing 
unmanned surface vehicles (USVs) that inverted the cost asymmetry of naval warfare. 

Platform Type Notable milestone Range/payload 

Magura V5 USV, strike 
First naval-drone air and jet kills in 
history (Mi-8, Jan 2025; Su-30, May 
2025) 

Commercially 
adapted platform 
(67) 

Sea Baby 
(redesigned) 

USV, multi-
mission 

Reusable, modular armament, AI-assisted 
friend-or-foe targeting; can launch aerial 
drones 

1,500 km / 2,000 kg 
(68)(86) 

Sub Sea Baby UUV, strike Struck a moored Russian submarine, Dec 
2025 

Subsurface 
envelope (70) 

Sea Trident UUV, long-range Unveiled at Eurosatory, June 2026 3,218 km / 1,000 kg 
(87) 

Table 3. Ukrainian naval-drone platform progression, 2025–2026 (67)(68)(69)(70)(86)(87). 

It’s not merely what Ukraine achieved, but how quickly and at what cost. Each of these platforms was 
improvised under wartime conditions by a country that had no naval-drone program in 2021. 

Two developments over the review period extend the maritime functional defeat beyond its original 
geography. The first is the move toward ocean-going systems: under a March 2026 agreement pairing 
Ukrainian operational expertise with British industrial capacity — including joint production lines and a 
new AI Centre of Excellence in Kyiv — Ukraine is developing platforms with the seakeeping, 
communications resilience, and endurance required for open-water operations rather than sheltered littoral 
strikes (88). Ukrainian naval drones have already demonstrated this reach during NATO's REPMUS / 
Dynamic Messenger 2025 exercise, where Magura V7 operators scored multiple simulated hits on a 
Portuguese frigate before the frigate's crew detected the attack (89).  

The second is export: the same upgraded platforms are now part of a weapons package Ukraine intends to 
sell to international partners, with active discussions reported on supplying Gulf states and even securing 
the Strait of Hormuz (90). 

A capability conceived as an emergency improvisation has become an instrument of Ukrainian defense 
diplomacy — consolidating functional defeat at home but also becoming transferable to other theaters. 

The campaign's strategic scope has also expanded beyond military metrics. Naval drone strikes on the 
Tuapse oil export pier in September 2025 (69) and on the Caspian Pipeline Consortium terminal at 
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Novorossiysk — which the Baker Institute documented as causing significant disruption to Kazakh oil 
exports (52) — represent Ukraine using the maritime domain to impose economic costs on Russia that 
compound the military ones. 

Russia is responding: UK military intelligence assessed in January 2026 that Russia is seeking to develop 
its USV and counter-USV capabilities to close the gap with Ukraine (69). Russia claimed its first successful 
USV strike in August 2025, and announced a $100 billion naval modernization plan.  

But the gap between aspiration and capability remains large, and the structural problem for Russia is that 
Ukraine's lead is self-reinforcing: operational experience improves capabilities faster than a doctrinal 
program produces new platforms. Among the four domains, the maritime functional defeat appears durable 
in the near term without requiring the scale of continuous innovation the other domains demand. 

4.2  Air: Contested but Substantially Denied 
The air domain presents a fundamentally more complex picture than the maritime, and it is here that the 
tension at the heart of strategic neutralization is most visible. Ukraine has prevented Russia from achieving 
air superiority. But Russia adapted: rather than win air-to-air combat, it circumvented the problem entirely, 
using glide bombs delivered from standoff ranges beyond Ukraine's air-defense coverage to inflict 
devastating ground damage without exposing its aircraft to attrition.  

The UN Human Rights Monitoring Mission documented 2,514 Ukrainian civilian deaths in 2025 — 31% 
higher than 2024 and 70% higher than 2023 — substantially driven by this campaign (72). UK Defence 
Intelligence assessed that Russia launched approximately 2,400 one-way attack UAVs in January 2025 
alone, with monthly rates expected to remain at least 2,000 throughout the year (71). 

The glide-bomb problem 
The UMPK guidance kit is one of the most consequential innovations of the war — not for its technical 
sophistication but for how Russia has adapted to contested airspace. By converting Soviet-era unguided 
bombs into precision-guided glide weapons at approximately $24,000 per unit (44) — compared to 
millions for a Kh-101 cruise missile — Russia has found a mass-producible, cost-effective substitute for 
the air campaign it cannot conduct. RUSI projected production of up to 75,000 UMPK kits in 2025, a 50% 
increase over 2024 (43).  

The UMPK-PD upgrade, which extended the FAB-500 range to 95–100 km (44), meant that by 2025 
Russian aircraft were delivering ordnance from well beyond the reach of any forward-deployed Ukrainian 
air-defense system. The only effective countermeasures are offensive: striking the aircraft before release, 
or the airbases from which they operate. This is why Operation Spiderweb mattered strategically, not just 
operationally. 

Operation Spiderweb 
Operation Spiderweb, on 1 June 2025, was many things: a tactical achievement, a planning triumph, and a 
proof of concept for a new form of asymmetric deep strike. But its deepest significance is doctrinal. 117 
FPV drones, smuggled into Russia over 18 months, struck five airbases across five time zones 
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simultaneously (39)(40). The strike hit Tu-95MS and Tu-22M3 strategic bombers and an A-50 early-
warning aircraft, representing roughly one-third of Russia's strategic cruise-missile delivery fleet (40) — 
platforms that cannot be replaced, because the production lines have been closed for decades. Estimated 
damage of approximately $7 billion (42) was inflicted using drones that cost thousands of dollars each. 
The Soufan Center assessed that, by destroying components of Russia's airborne nuclear delivery 
capability, the operation undermined the credibility of Moscow's nuclear deterrent posture (41). 

Russia's highest-value fixed assets — airbases, energy infrastructure, naval facilities — are vulnerable to 
patient, creative asymmetric approaches far cheaper than the targets they destroy. Strategic depth is not the 
remedy it appeared to be. 

Interceptor drones: shifting the cost curve 
Ukraine's interceptor drone program is the clearest example of strategic-neutralization logic applied to 
defense: rather than trying to match Russia's mass drone campaign with expensive missile interceptors that 
deplete faster than they can be produced, Ukraine has built a cheaper counter that reshapes the economics 
of the entire exchange. 

 
Figure 3. Unit cost comparison, log scale: Ukrainian interceptor drones, Russian Shahed-type UAVs, and a Western SAM 
interceptor (48). 

The National Security and Defense Council of Ukraine (NSDC) reported that 100,000 interceptors were 
produced in 2025, with capacity growing eightfold (9); by January 2026, the Defense Forces were receiving 
1,500 per day (10), and in March 2026, they shot down a record 33,000-plus enemy UAVs (10). Russia 
launched over 54,000 Shaheds against Ukraine in 2025 alone (45). At a 68% average intercept success rate 
per Zelensky (48), with drones now accounting for 70% of all Shahed interceptions per the 3rd Army Corps 
(47), the cost-exchange ratio has shifted in Ukraine's favor on the mass drone threat. Euronews reported 
an overall drone interception rate approaching 90% on June 3, 2026 (46). 
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The validation of this model is now external: at Washington's request, Ukraine deployed combat-proven 
interceptors and operators to the Gulf during the 2026 Iran crisis, when Gulf states reportedly expended 
more than 800 Patriot interceptors in three days — more than Ukraine had received in four years against 
Iranian Shahed swarms (91)(92). Lockheed Martin produced roughly 600 PAC-3 interceptors throughout 
2025, while Ukrainian firms offer tens of thousands of sub-$2,500 units per month, and the same systems 
— Wild Hornets' Sting, Skyfall's P1-SUN, the US-backed Merops — have now protected American troops 
directly (93)(94). 

The critical caveat — The interceptor program has not solved the glide-bomb problem, the 
ballistic-missile problem, or the emerging jet-drone problem. Russia's jet-powered Geran-3, 
cruising at 500–600 km/h, already outpaces most kinetic interceptors tuned for the roughly 180 
km/h piston variants (95). The air domain is a domain of partial success: the mass drone threat is 
managed at a sustainable cost; the precision, long-range, and high-speed threats are not. 

The deep-strike energy campaign 
Between June 2025 and March 2026, Ukraine engaged 237 Russian air-defense targets and 196 radar and 
EW systems (51), systematically degrading the protective envelope around high-value facilities. In March 
2026, Ukraine launched more long-range strikes than Russia for the first time (51). The IEA assessed that 
the strikes would suppress Russian refinery processing rates until at least mid-2026 (54), with the SBU 
reporting that approximately 40% of refinery capacity was already idle (53). The Baker Institute 
documented significant disruptions to Kazakh oil exports via the Novorossiysk terminal due to sea-drone 
strikes (52).  

The strategic significance lies not primarily in the economic damage itself, but in what the campaign 
reveals about the trajectory: Ukraine's ability to impose costs on Russian territory is growing faster than 
Russia's ability to defend against them. 

4.3  Land: The Kill Zone Deepens 
The land domain is where the war is won or lost in the conventional sense, and it is here that the analysis 
becomes most complex. IFRI's February 2026 study documented UAVs evolving through eight distinct 
phases over four years — from basic reconnaissance to sophisticated, partially AI-coordinated weapon 
systems — rendering prior EW countermeasures obsolete before AI integration became the strategic game-
changer in 2025 (61).  

Understanding the land domain requires holding two things simultaneously: Ukraine has achieved a 
genuine and measurable kill-zone advantage, and that advantage is under active, sophisticated Russian 
challenge in ways that could erode it. 

FPV kill zone 
The kill zone Ukraine has established — extending 15–20 km behind the contact line — represents a 
fundamental restructuring of what Russian ground operations can achieve (6). Massed armored assault, the 
doctrine on which Russia's offensive was built, is prohibitively costly within this zone. FPV drones account 
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for 60% of Russian army losses, per the NSDC (8), and 60% of total fire damage, per Syrskyi (6). Former 
Defence Minister Fedorov reported 819,737 confirmed strikes in 2025, killing or seriously injuring over 
240,000 Russian soldiers (11). In Q1 2026, Russia lost more troops than it recruited (12). 

Production scale and the defense industrial base 
Ukraine produced approximately 4.5 million drones in 2025 (8) — a figure that requires context. The 
NSDC reports capacity exceeding 8 million per year as of early 2026 (8), with plans for 7 million in 2026 
(34). Ukrainska Pravda's Oboronka platform documented defense production growing from $1 billion in 
2022 to approximately $12 billion in 2025 (15). Production capacity reached $35 billion in 2025 and is 
projected at $50–55 billion in 2026 (17). Yet actual procurement orders totaled $12 billion. 

 
Figure 4. Ukrainian defense production capacity vs. actual procurement orders, 2022–2026E, US$bn (15)(17). 

Reading the gap — The approximately $23 billion gap in 2025 is not a failure of industrial capacity 
but a failure of financing. Ukraine can build more than it can buy. The binding constraint on 
Ukraine's drone campaign is not production capability but the sustained political and financial 
commitment of its partners — the subject taken up in Section 5.2 of the European industrial ramp-
up and Section 6.3. 

The private sector now accounts for approximately 60% of defense production (15)(21), with FPV drone 
manufacturing roughly 90% private. Brave1's role deserves specific attention: 700-plus grants totaling 
UAH 2.6 billion since April 2023 (18); $105 million raised from venture and angel investors in 2025 alone, 
approximately one-third of all European early-stage defense investment (18); and a Brave1 Market that 
delivers from order to frontline in an average of ten days (20) — a figure NATO procurement officers will 
find staggering, given the speed differential with conventional Western procurement. 

Unmanned ground vehicles 
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The UGV sector's growth — from $42 million to $252 million in a single year, a sixfold increase (31) — 
signals the next frontier of the land-domain drone war. UGVs conducted 21,500 frontline missions in Q1 
2026 alone (32), with Fedorov announcing procurement of 25,000 for H1 2026 (32). Rovertech's Tarantul 
APS, a net-launcher designed to intercept fiber-optic FPV drones at close range to protect UGV, illustrates 
how the specific technical challenges of the fiber-optic gap are already spurring Ukrainian counter-
development, even if a scalable solution remains elusive (33). 

Fiber-optic drones: the most consequential active gap 
Fiber-optic FPV drones are the most significant active vulnerability in Ukraine's land-domain advantage. 
Russia did not develop them in response to Ukraine's FPV program but in response to its EW 
countermeasures. When Ukraine's electronic-warfare systems became effective enough to jam radio-
controlled FPV drones at scale, Russia shifted guidance to fiber-optic cables that EW cannot affect. 

There is currently no scalable countermeasure against fiber-optic drones (56). Commander 'Yas' of the 
12th Special Forces Brigade Azov put the operational reality precisely: the probability of a combat hit is 
approximately 50%, and countering the threat is extremely difficult — so far, only kinetic interception is 
effective (58). Russian forces have extended fiber-optic FPV range to 50–65 km (56), meaning logistics 
infrastructure, command nodes, and supply routes previously considered safe from tactical drone threat are 
now targetable. Forest roads — previously safe because tree cover blocked radio signals — are now 
targetable by fiber-optic drones that maintain signal through the physical cable (59). 

The countermeasure landscape is a catalog of partial, improvised, and mutually reinforcing measures rather 
than a solution: net guns that entangle drones within roughly thirty meters at under $200 a unit, mobile fire 
teams pairing radar detection with small arms, tungsten-thread tripwires that sever trailing cables under 
voltage, and experimental lasers aimed at burning the fiber itself (96)(97). None provides full protection; 
together they create friction that degrades attack effectiveness rather than denying it.  

Russia has fielded its own kinetic counter — the 'Elka' net-and-impact interceptor — confirming the 
counter-FPV contest is now bilateral (96). The one structural constraint working in the defender's favor is 
economic: fiber-optic systems are more expensive and harder to scale than radio-controlled drones, 
capping their mass employment (97) — a limitation that buys time but does not close the gap. 

If fiber-optic drones can target Ukrainian logistics nodes at 50–65 km depth, the supply chain that feeds 
the kill zone becomes vulnerable. A kill zone that cannot be resupplied will degrade. This is not a prediction 
— the kill zone is currently functional — but it is the single most plausible threat trajectory in the land 
domain. 

 

AI integration and the expanding kill zone 
The Main Directorate of Intelligence (HUR) Deep Strike commander confirmed that Ukraine is using AI 
to process real-time battlefield data — flight paths, radar coverage, interception patterns — to exploit gaps 
in Russian air defenses (35), and the Palantir PRISMA system is being combined with long-range FPVs to 
route strike packages at operational depth (63).  
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Per Zelensky in May 2026, strikes at 20-plus km are now twice those of March and four times those of 
February (46). CEPA documented that since January 2026 Ukraine has systematically scaled mid-range 
strikes (20–150 km) targeting Russian ammunition depots, fuel storage, command posts, and supply routes 
(37). The NATO Hedgehog 2025 exercise finding — approximately ten Ukrainian drone operators 
rendering two NATO battalions combat ineffective (62) — illustrates the operational leverage AI-
integrated drone warfare creates, though whether the conditions of a live exercise translate to the contested 
electromagnetic environment of the actual front remains unclear. 

4.4  Cyber and Information Domains 
Ukraine has maintained operational continuity in military, governmental, and civilian systems throughout 
more than four years of continuous Russian cyber operations — an achievement that was not predicted. 
Russian cyber operations have not produced strategic disruption, despite coming from one of the world's 
most capable cyber actors. This is a functional defeat of Russian cyber ambition, built on a decade of 
defensive experience dating to 2014, distributed architecture, redundant systems, and significant allied 
support. The model is now being systematized for export, with the EU's Tallinn Mechanism and allied 
cyber-cooperation frameworks drawing directly on Ukrainian experience. 

The information domain presents a more divided picture. Russia's information operations within Ukraine 
and across EU member states have largely failed to achieve strategic effect. But two challenges have grown 
materially more serious in 2025–2026. First, Russian information operations have been substantially more 
effective in the Global South, where narratives framing the war as Western aggression or NATO 
expansionism have found receptive audiences — a dynamic that affects the coherence of international 
coalitions. Second, AI-generated synthetic media has proliferated at scale, qualitatively increasing the 
volume and sophistication of disinformation and extending the latency between dissemination and 
effective debunking. 

Ukraine's Center for Countering Disinformation, drawing on Sensity AI analysis, documented more than 
1,000 synthetic videos organized into a modular 'narrative kill chain' — a system of information attacks 
tailored to distinct target audiences (101). The strategic objective is not merely to persuade but to 
manufacture enough information chaos that any authentic evidence can be dismissed as a fabrication, 
allowing Russia to evade accountability for documented crimes (101).  

The cost asymmetry is stark but inverted against the defender: Russia spends upward of $150 billion 
annually on its military and barely $1 billion on information warfare, a fraction that nonetheless delivers 
disproportionate disruption (102). A NewsGuard audit found that leading AI chatbots reproduced Kremlin-
aligned false narratives about Ukraine roughly one-third of the time, as Russian operations deliberately 
flood the training and retrieval substrate with fabricated content (102). 

The denial here is not of a platform or a fleet but of an intended effect. Russia retains formidable offensive 
cyber and information capacity, yet has been unable to convert it into the strategic disruption — of 
Ukrainian command and control, of public will, of allied cohesion — that was its purpose. The 
vulnerability is that this defeat is least secure where it has been least contested: with third-party audiences 
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and in an information landscape where technology is changing faster than the institutions trying to keep 
up. 

  



 

17 

5.  The Innovation Race 

If the domain audit establishes where functional defeat stands today, the innovation race determines 
whether it will stand tomorrow. The decisive variable in this war is not who fields more, but who adapts 
faster — and adaptation is not an attribute of technology but of the institutions that produce it. This section 
assesses the three competing systems whose relative velocity will govern the durability of strategic 
neutralization: Ukraine's ecosystem, the European industrial base that increasingly underwrites it, and 
Russia's capacity to copy, scale, and occasionally leapfrog. 

5.1  Ukraine's Ecosystem: Real Advantage, Real Limits 

Indicator 2025 figure Change 

Defense-technology market size  
(KSE Institute) $6.8 billion Conservative; excludes classified 

procurement (30) 

UAV production +137% y/y (30) 

UGV production +488% y/y (30) 

EW systems production +215% y/y (30) 

Domestic drone manufacturers 500-plus (from 7 pre-
2022) (17) 

Brave1-registered manufacturers 2,300+ (17) 

Brave1 2025 early-stage fundraising $105 million ~1/3 of all European early-stage 
defense investment (18) 

Brave1 Market delivery cycle ~10 days, order to 
frontline (20) 

Table 4. Ukraine's defense-technology ecosystem, key 2025 indicators (17)(18)(20)(30). 

The deeper question — the one that will determine whether this advantage is durable — is whether the 
ecosystem can transition from its current form to something more systematic without losing the agility that 
makes it effective.  

The Modern War Institute identified this challenge precisely in October 2025, arguing that a culture of 
innovation is not, by itself, sufficient to sustain a long-term war of attrition, and that, to win, Ukraine must 
graduate to implementing a system (85). Ukraine's current model excels at generating novel solutions but 
struggles to reliably scale them to operational volume while maintaining quality, interoperability, and self-
correcting feedback loops. 
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Figure 5. Growth of Russia's Unmanned Systems Forces personnel, 2026 (38). 

A gap narrowing from the other side — Russia is actively copying Ukraine's organizational model, 
not just its technology. Its drone personnel grew from 86,000 to 114,000 between January and May 
2026, targeting 168,000 by year-end (38) — a structural shift replicating the decentralized, 
specialized unit structure Ukraine developed. Russia's ability to replicate organizational models 
has historically been better than its ability to replicate technological innovation; if it succeeds here 
while retaining its scale advantage, the current Ukrainian edge could narrow faster than 
technology metrics alone suggest. 

5.2  The European Industrial Ramp-Up 
The financing gap identified in Section 4.3 is, in the first instance, a European question. Over the period 
under review, Europe moved — belatedly but materially — from a posture of donating surplus stock to 
one of co-financing and increasingly co-producing Ukrainian capability. The €90 billion loan agreed in 
principle in December 2025 and finalized by the EU Council on 23 April 2026 (73)(98) is the institutional 
turning point: €60 billion earmarked for military assistance and Ukraine's defense-industrial base, and €30 
billion for budgetary support (98)(99), channeled in part through the European Defence Industry 
Programme (EDIP). 

The most strategically consequential shift is not the headline sums but the changing locus of production. 
The EU-Ukraine Drone Alliance and associated EUDIO and EUDIS frameworks (77) institutionalize a 
two-way flow: European funding and components moving east, Ukrainian battlefield-proven designs and 
operational data moving west. The Kiel Institute's tracking confirms that European assistance overtook US 
assistance in cumulative terms over 2025 (76) — a structural reversal whose significance is as much 
political as financial. 

Three qualifications — Even at accelerated rates, European magazine depth, interceptor 
production, and large-caliber ammunition output remain below what a high-intensity war 
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consumes. Co-production arrangements introduce export-control and IP frictions, and a structural 
tension between Ukraine's ten-day procurement culture and Europe's multi-year acquisition 
norms. Most fundamentally, the commitment is political and therefore reversible. 

The mechanics of how the €90 billion was assembled prove the point. Rather than seize the roughly €210 
billion in immobilized Russian assets held mostly in Belgium — too legally and politically fraught — the 
EU borrowed against its own budget headroom, and when Hungary vetoed the necessary budget 
amendment, the Council resorted in January 2026 to an Enhanced Cooperation mechanism under 
Article 20 Treaty on European Union (TEU) to preserve the funding against a single member's objection 
(98)(99). The underlying collateral depends on sanctions against the Russian central bank, which must be 
renewed unanimously every six months, meaning that a single future Hungarian or Slovak government 
could collapse the mechanism (99). 

5.3  Russian Adaptation: How Serious a Challenge? 
The error most likely to distort Western assessment of this war is to read Russia's tactical clumsiness as 
innovative incapacity. Russia adapts — slowly at the level of doctrine, but effectively at the level of scaled 
production and organizational mimicry, and occasionally with genuine first-mover advantage. The fiber-
optic drone is the clearest case of the last: Russia did not merely copy a Ukrainian idea but pioneered, at 
scale, a solution to the EW problem that Ukraine is still racing to counter. Any honest assessment must 
begin by conceding that on at least one consequential axis, Russia currently leads. 

Russia's adaptation operates through three distinct mechanisms, which should not be conflated: 

— Scaled production — Shahed and glide-bomb output (43)(45) demonstrates an industrial base 
capable of sustaining mass even under sanctions. 

— Organizational mimicry — the expansion of the Unmanned Systems Forces (38) replicates the 
decentralized, specialized drone-unit structure that gave Ukraine its early edge. 

— External substitution — documented Chinese inputs sustaining the Russian war economy (81)(82), 
from drone components to rocket-fuel precursors, and reports of Russian personnel covertly trained 
in China (79)(80). 

Where Russia remains weak is in the closed feedback loop — the rapid cycle of frontline data, design 
iteration, and re-fielding that defines the Ukrainian model. Russian adaptation tends to lag the battlefield 
because its procurement remains centralized and its innovation flows top-down; CSIS's assessment of 
Russia's persistent battlefield difficulties reflects this structural slowness (83). The IISS characterizes the 
war as one of mutual attrition and adaptation in which Ukraine's evolving war effort has so far offset 
Russia's mass (22), and RUSI similarly frames the contest as turning on adaptive tempo rather than raw 
quantity (23). 

The net judgment — Russia is not out-innovating Ukraine across the board; it is matching Ukraine 
on scale, closing the gap on organization, leading on the single specific technology of fiber optics, 
and leaning on Chinese substitution to sustain the whole. Ukraine's advantage holds only so long 
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as its iteration cycle outpaces Russia's scaling cycle — a contest it is currently winning, but not by 
a margin wide enough to be taken for granted. 

6.  Critical Gaps and Vulnerabilities 

The preceding sections establish that strategic neutralization is, on balance, advancing. This section 
examines where it is fragile, stalled, or at risk of reversing. The discipline the framework imposes is to 
distinguish self-sustaining functional defeats from those that require active maintenance — and to be 
candid that some of the conditions on which the whole strategy rests are not technological at all. 

Risk Domain Likelihood Impact if unresolved Nature of fix 

No scalable fiber-optic 
countermeasure Land High — actively 

worsening 
Severe — threatens  
kill-zone resupply 

Technical / 
doctrinal 

Manpower generation  
and retention Cross-domain High — structural Severe — no technology 

substitutes 
Political / 
organizational 

Glide bomb /  
ballistic-missile threat Air High — 

unresolved 
Severe — sustained civilian 
and infrastructure damage 

Technical  
(offensive only) 

European financing durability Cross-domain 
Medium — 
politically 
contingent 

Severe — closes the $23bn 
gap or reopens it Political 

Innovation plateau / 
institutionalization Cross-domain Medium — 

emerging risk 
High — erodes velocity 
advantage over time Organizational 

Global South / synthetic-media 
information gap Cyber / Info Medium — 

growing 
Moderate — coalition 
cohesion, accountability 

Institutional / 
technical 

Table 5. Risk matrix for the durability of strategic neutralization, mid-2026. 

6.1  Manpower: The Variable No Technology Fully Substitutes 
The kill zone compensates for the manpower asymmetry but doesn’t abolish it. Drones can deny terrain, 
raise the cost of assault, and substitute for soldiers in logistics and reconnaissance, but they cannot hold 
ground, clear a position, or generate the rotational depth a defending army needs to avoid burning out its 
most experienced units.  

Zagorodnyuk's March 2026 analysis frames the problem precisely: the binding constraint is increasingly 
not the number of mobilizable bodies, but the effective generation, training, and retention of capable 
personnel (64) — and the asymmetry in raw numbers means Ukraine must extract more military value per 
soldier than Russia, which is exactly what the technology is for. 

Why this is the most underestimated gap — It is the one domain a technology-focused analysis is 
structurally prone to miss, precisely because it is the one technology addresses least. A kill zone 
that cannot be manned, resupplied, and rotated will degrade regardless of how many drones feed 
it. Manpower is the foundation on which the technological superstructure rests, and it is 
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structurally finite in a way Russian manpower — absorbed at a 2:1 to 2.5:1 loss ratio but 
continually replenished (3) — is not. 

6.2  Air Defense: The Most Acute Structural Constraint 
Of the technological gaps, air defense against the precision long-range threat is the most acute, because it 
is the one domain in which Russia retains the ability to impose strategic-level costs that Ukraine cannot 
reliably prevent. The interceptor-drone program has changed the economics of the mass Shahed threat but 
does not address ballistic missiles or the glide-bomb campaign — precisely the threats inflicting the civilian 
and infrastructure damage documented in Section 4.2. The glide-bomb problem is, on present evidence, 
unsolvable defensively: the only counter is offensive, and offensive deep strike degrades the threat rather 
than denying it. Fire Point's sub-$1 million anti-ballistic interceptor (50) is the most promising 
development, but it remains in development, and a capability in development is not a functional defeat. 

6.3  Western Political Sustainability 
The corresponding vulnerability to Section 5.2's financing analysis is that the European commitment is 
political, contingent, and therefore reversible. That the €90 billion facility had to be rescued from a 
Hungarian veto through an Enhanced Cooperation workaround, and that its collateral depends on a 
sanctions regime requiring unanimous renewal every six months (99), is not a procedural footnote but a 
structural warning: the financing rests on a consensus that any single determined member state can 
periodically threaten. KSE Institute's macroeconomic and fiscal tracking makes the dependence concrete 
— Ukraine's budget runs a structural deficit that external financing alone closes, leaving defense 
procurement directly exposed to the timing and durability of partner disbursements (28)(29). 

The single most consequential non-battlefield variable is whether European 
political will outlasts Russian patience — a contest of endurance Russia 

explicitly expects to win. 

6.4  The Risk of Innovation Plateau 
Strategic neutralization is an advantage in velocity, not in stock, and a velocity advantage is lost the 
moment it plateaus. Two developments threaten that differential: the fiber-optic gap, where Russia 
currently leads, and Ukraine has no scalable counter; and the organizational convergence documented in 
Section 5.1, where Russia is replicating the unit structures and feedback mechanisms that constitute 
Ukraine's edge. The Modern War Institute’s warning that Ukraine must graduate from a culture of 
innovation to a system (85) is, in this light, not an administrative observation but a description of the precise 
mechanism by which the advantage is either consolidated or lost. The danger is not that Ukraine stops 
innovating, but that it innovates at the artisanal scale, where novelty does not reliably reach operational 
volume — and that gap becomes the seam Russia exploits. 
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7.  Policy Recommendations 

The recommendations that follow proceed from a single organizing judgment: strategic neutralization is a 
velocity strategy whose binding constraints are financing, institutionalization, and two specific 
technological gaps. They are addressed to the two audiences with the capacity to act on those constraints, 
and are deliberately prioritized rather than enumerated, because a strategy of relative velocity cannot afford 
to treat all gaps as equally urgent. 

7.1  For Ukraine 

Priority Recommendation Rationale 

1 Treat the fiber-optic countermeasure as the  
single highest-priority capability gap 

Only domain where Russia leads; no scalable 
solution exists; threatens kill-zone resupply 

2 Institutionalize without sclerosis 
Close the $23bn financing/contracting gap 
while preserving the 10-day Brave1 Market 
cycle as the non-negotiable benchmark 

3 Resource by maintenance requirement,  
not by domain prestige 

Maritime defeat is self-sustaining; air and land 
require continuous active maintenance — 
allocate scarce talent and financing accordingly 

7.2  For European Allies and NATO 

Priority Recommendation Rationale 

1 Accelerate air-defense and interceptor  
industrial ramp-up 

The structural hole in Ukraine's posture is also 
Europe's own weakest point — self-interest 
and Ukrainian need are identical here 

2 Convert contingent financing into durable, multi-
year commitment 

Insulate the €90bn facility and EDIP from 
electoral reversibility via treaty-grade 
structuring, not annual appropriations 

3 Treat the Ukrainian defense ecosystem as a 
NATO capability, not a charitable beneficiary 

The 10-day procurement cycle and battlefield-
iterated data are assets NATO does not 
possess and cannot easily build 

 

The framing matters beyond the individual recommendations: presenting strategic neutralization as a 
sustainable, resourced, jointly-owned long-term posture is itself a strategic act, because it signals to 
Moscow that the patience on which Russian strategy depends will not be rewarded. 
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8.  Conclusion 

Strategic neutralization is not a peace plan. It offers no path to a signed settlement, no map to recovered 
territory, no date at which the war ends. What it offers is something narrower and, under present conditions, 
more achievable: a way to make the war's continuation operationally pointless for the party that chose it. 
The war may persist indefinitely. The objective of strategic neutralization is to ensure that persistence 
yields Russia nothing — that each additional month of fighting produces the same diminishing territorial 
return at the same escalating cost, until the calculation that launched the invasion is exhausted by its own 
futility. 

The twelve-month assessment is, on balance, favorable. Functional defeat is consolidated in the maritime 
domain and substantially achieved in the cyber domain. It is real but actively contested in the air, where 
the mass drone threat is managed at sustainable cost while the precision long-range threat is not. It is 
genuine but most fragile in the land domain, where Ukraine's kill-zone advantage produces the attrition 
metrics that define the war's current shape, yet it rests on a resupply chain that fiber-optic drones threaten 
and a manpower base that no technology can replace. The innovation race — the variable that governs all 
of these — currently favors Ukraine, but by a margin of velocity rather than stock, and velocity advantages 
are the kind most easily lost. 

Ukraine is currently on track for what strategic neutralization requires,  
but the trajectory is not self-sustaining. 

It is contingent on three things: closing the fiber-optic gap before it widens, institutionalizing innovation 
without sacrificing the velocity that makes it work, and converting European political will from a 
contingent consensus into a durable commitment. None of these is a technological problem in the narrow 
sense; each is a problem of organization, financing, and resolve. 

The defense-technology revolution this report has audited is genuine, and it asymmetrically advantages the 
innovative defender. But it does so only on the condition that the innovation is institutionalized and the 
institution is sustained. The technology has carried Ukraine to a position from which Russia cannot win. 
Holding that position is no longer a question of invention. It is a question of whether Ukraine and its 
partners build the systems and sustain the commitment to keep what the invention has already won.
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